[image: ]Bioventus LLC
4721 Emperor Blvd., Suite 100
Durham, NC 27703
USA

1-919-474-6700
1-800-396-4325
www.BioventusGlobal.com









Cisco Meraki
Mobile Device Management (MDM) FAQ
 
1. What is Cisco Meraki and why is Bioventus implementing it?
Cisco Meraki is a Mobile Device Management service (MDM) that enables Bioventus to secure and manage Bioventus information and business applications on mobile devices. With the Meraki platform, Bioventus is capable of separating personal and business information to align with the company's strategy to protect sensitive information. 
 
In the current day and age, (personal) mobile devices are increasingly important to store and process data related to Bioventus or one of its customers. Bioventus has embraced the mobile technology revolution and are allowing the use of smartphones and tablets. However, if mobile data security measures are insufficient, covered entities are at risk of violating HIPAA and GDPR regulations.

HIPAA & GDPR require that companies treat mobile devices as the corporate data repositories that they are. Most employees have corporate data on their devices, many of whom have protected health information and/or private business information. Securing this information needs to be as comprehensive as and an extension of, the general HIPAA & GDPR strategy of the company.
 
1. How can I protect Bioventus information on my personal mobile device?
If you want to access and store Bioventus and Bioventus-related data from your mobile device, you will have to install an app called System Manager, which essentially controls the device and secures Bioventus related data on the device. It will be managed and monitored by IT personnel of Bioventus. Once your device is enrolled with Meraki you will be able to safely access and store your email and various other Bioventus related apps (e.g. DocuSign, Workday, OneDrive for Business and others based on your role and department).
 
1. What does Meraki do and why is Bioventus installing this solution on my personal device?
Cisco Meraki enables Bioventus to ensure separation of personal and business information and to improve our onboarding and offboarding processes. To accomplish this Meraki does the following upon device enrollment:
· Installation of the Meraki MDM System Manager app
· Installation of useful business applications including the Outlook for iOS and Android app
· Installation of a security profile. The security profile allows Meraki to collect the following information: 
Device name, Device owner, Device model and serial number, Device network information, Device location (if you have given your consent), List of installed personal and business applications

Regarding the list of installed personal and business applications: Meraki requires this in order to know which app contains personal information and which app contains business information. This is a critical distinction in order to prevent personal applications from leaking business or patient information.  
 
1. What does Meraki not do?
· It does not have access to any data contained in personal apps, including text messages, photos, banking information etc.
· It does not have the ability to record conversations, keystrokes, gestures, passwords etc.
· It does not track your location unless you give the System Manager app your consent to do so. 
· It does not remain on your device if you leave Bioventus
 
1. What if I don't want to enroll with Meraki? What are my alternatives?
[bookmark: _GoBack]Device enrollment with Meraki is only mandatory if you want to leverage your existing personal mobile device for business use.  

image1.jpg
@) bioventus




